(FY 2012) PIA: System Information *Green Highlight = Must Answer Question *Yellow Highlight = Required to Sign PIA
Program or System Name (as shown in SMART): Gl :r s S

OMB Unique System / Application / Program Identifier (AKA:

UPID #):

Description of System/ Application/ Program :
"must match what is stated in System Security Plan (SSP)"
***Do not type more than allotted space!!!***

Facility or Program Office Name:
Title:

Privacy Officer:

Information Security Officer: i

System Owner/Delegate: mer i 7 el
Chief Information Officer: Gan i
Information Owner:

Other Titles:

Person Completing Document:

Other Titles:

Date of Last Full Approved PIA by VACO Privacy Services: (MM/YYYY)

What specific legal authorities authorize this program or system: ;
What is the expected number of individuals that will have their Pll stored in this system:

Identify what stage the System / Application / Program is at:

The approximate date (MM/YYYY) the system will be operational (if in the Design or Development stage), or the approximate number of
years the system/application/program has been in operation. :

Is there an authorized change control process which documents any changes to existing applications or systems?

If No, (Explain on Tab 8) _ -
Is there a contingency plan in place to process information when the system is down? - A

Has a PIA been completed within the last three years?

FISMA QUESTIONS
1. Is this a new system?
2. Does this system contain Federal information in identifiable form?

3. Does the system include information on the public?

[2. &here mitsinasigmpact Assessment (PIA) that covers this system? Page 2




S. Is Federal-owned information in this system retrieved by name or unique ®) Yes o (D) i e o e T o S

6. What is the System of Records Notice (SORN) for this system? 24VA19 Fi o ol o abest s salnd

7. Has this SORN been reviewed or updated within the last three years? Yes last year

Date of Report (MM/YYYY): 2-Mar-12 5 RS R

=)

irections

2. System Information Page 3



Answer Question

(FY 2012) PIA: System of Records *Green E‘wr__m:ﬁ = Must

1. Isa SORN (System of Records Notice) Required?
2. Isthere a SORN already in place?

***Click to add. Delete SORN by highlighting SORN
and comma if included and press the Delete key or
place focus on area to delete all SORNs.

***|f Yes, select all of the appropriate SORN number(s):
***If Not Sure, contine to question 3

LIST OF SORN NUMBER(S) :
For each applicable System(s) of Records, list:
3. If records are retrieved using any of the following entities, A SORN will be required
(Please check all that apply)

4. Based on Question 3, is a SORN required?

***|f Yes, has the process begun to obtain/acquire a SORN

Location where the specific applicable System of Records Notice may be accessed:

3. System of Records Page 4



(FY 2012) PIA: Data Collection And Storage

*Green Highlight = Must Answer Question

Please fill in each column for the data types selected.

Data Type

Collection Method

What are the subjects told about the
intended use of their information?

them?

How is this message conveyed to

How is a privacy
notice provided?

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc)

|Verbal/Automatic

i

Verbal/Automatic

Family Relation (spouse, children, parents, grandparents, etc)

Service Information erbal/Automatic
Medical Information Paper & Electronic Eligibility - _|Verbal/Automatic Verbal/Automatic
Criminal Record Information Paper & Electronic Eligibility Verbal/Automatic Verbal/Automatic
Guardian Information __ Paper & Electronic  |Eligibility NN e Verbal/Automatic ___|Verbal/Automatic
Education Information __ Paper & Electronic _|Eligibility =~ | |Verbal/Automatic ~ |Verbal/Automatic
Benefit Information Paper & Electronic  |Eligibility ] Verbal/Automatic i Verbal/Automatic

Other (Explain on Tab 8)

Data Type

Storage Method

Source
(If requested, identify the specific file,
entity and/or name of agency)

Voluntary?

Is data collection Mandatory or

Veteran or Primary Subject's Personal Contact Information (name, address, telephone, etc)

Family Relation (spouse, children, parents, grandparents, etc)

les/Databases (Identify File

O handaty_® votrary

Service Information

| Yes

A Files/Databases (Identify File)

'O Mandatory ® voluntary -

Medical Information

“lYes

VA Files/Databases (Identify File)

Q Mandatory @ Voluntary

Criminal Record Information

* Yes

VA Files/Databases (Identify File)

O Mandatory  ®) Voluntary

Guardian Information  Yes " No VA Files/Databases (Identify File) O Mandatory. ® Voluntary i«
Education Information LAEs " No VA Files/Databases (Identify File) O Mandatory  ® Voluntary =
Benefit Information PV e VA Files/Databases (Identify File) O Mandatory ® Voluntary :
Other (Explain on Tab 8) * Yes CiNo it e s O Mandatory. ® Voluntary MO

(Please Select Yes/No)

Proximity and Timing: Is the privacy notice provided at the time of data collection?

Purpose: Does the privacy notice describe the principal purpose(s) for which the information will be used?

Authority: Does the privacy notice specify the effects of providing information on a voluntary basis?

Disclosures: Does the privacy notice specify routine use(s) that may be made of the information?

routine use(s

4. Data Collection And Storage

Page 5
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(FY 2012) PIA: Data Sharing
*Green Highlight = Must Answer Question

** Any connection external to VA requires an ISA/MOU per VA 6500. This section below must be consistent with your

System Security Plan Interconnection Security Agreement section.

Organization

Name of
Agency/Organization

Do they access this

system?

Identify the type of
Data Sharing

Is Pl or PHI Shared?

What is the procedure you
reference for the release of
information?

Internal Sharing: VA Organization

Other Veteran Organization

Other Federal Government Agency

State Government Agency

Local Government Agency

Research Entity

[T other project/ System (Explain on Tab 8)

(FY 2012) PIA: Access to Records

Does the system gather information from another system?

Please enter the name of the system:

(FY 2012) PIA: Secondary Use

Will Pll data be included with any secondary use request?

[ Mental Health

Check all that apply

[ sicke el

5 Data Sharing & Access

Page 7



(FY 2012) PIA: Records Management *Green Highlight = Must Answer Question

Does this PIA form contain any sensitive information that could cause harm to the Department of Veterans Affairs or
any party if disclosed to the public?

O Yes (Explain on Tab 8) ®© No $

Is the data collected to o:_< what is necessary to provide requested service?

®ves . OnNo(bxplainonTabs) ek A

Has the data provided been verified as complete?

~ O veteran Verified Received From Database [ Verification Unknown

(FY NOHB PIA: Retention & Disposal

RCS 10-1 link for VHA:

RCS VB-1, Part || Revised for VBA:

www_va gov/vhapublications/rcs 10/rcs10-1.pdf

www.benefits. va.gov/WARMS/docs/admin20/rcs/part2/part? pdf

National Archives and Records Administration:

www.nara.gov

Answer: Electronic removal by the IT department

Where are these procedures documented?

Answer: Records Management Program and associated policies

How are data retention procedures enforced?

Answer: Records Manager Audit

Has the retention mn:mnc_m been approved by the National Archives and Records >Q35_m:m:o: Az>?£

© Yes. ~_ OnNo(explainonTab8) LT

(FY 2012) PIA: Children's Online Privacy Protection Act (COPPA)

nformation be collected through the internet from children under age pwv _
O Yes (Explain on Tab 8) ¢

6 Records Management

Page 8



(FY 2012) PIA: Security *Green Highlight = Must Answer Question

Is the syst ion/program ing IT security Requi and pi required by federal law and policy to ensure that
information is appropriately secured,
Has the ication/program arisk

appropriate security controls to protect against that risk, and
implemented those controls..

Is security monitoring conducted annually or as needed to ensure that controls continue to work properly, safeguarding the information?

Is security assessment conducted annually or as needed to ensure that controls continue to work properly, safeguarding the information?

[T conbiguration Management | n o] System and Services Acqusion |

ces Acquisition |

[ Contingency Planning _ [TSystem and Communication pratection |

Authentication | 7] P
fenkicaton i JoL iy

: PIA Assess
8ased upon NIST
Answer:

lity Assessment: If the data being
collected is not available to process for any reason
what will the potential impact be upon the system
or organization?
(Choose One|

Integrity Assessment: If the data being collected
has been corrupted for any reason what will the
potential impact be upon the system or
organization?

(Choose One)

iality Assessment: If the data being

collected has been shared with unauthorized
individuals what will the potential impact be upon
the system or organization? (Choose One|

The controls are being considered for the project based on the selections from the previous assessments?

The minimum security requirements for our high impact system cover seventeen security-refated areas with regard to protecting the confidentiality,
integrity. and availability of VA information systems and the .

p , stored, and by those systems The security-related areas
include access control, awareness and training; audit and 7 ification, . and security A
planning; and | Incident resp . mai . media pi physical and

. planning, security. sk . systems and services . system and . and system and
information integrity  Qur facility employs all security controls in the respective high impact security control baseline unless specific exceptions have been
allowed based on the tailoring guidance provided in NIST Special Publication 800-53 and specific VA directives

7 Security

Page 9
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(FY 2012) PIA: VBA Minor Applications

Which of these are sub-c

p of your system?

Access Manager

Automated Folder Processing System (AFPS)

Automated Sales Reporting (ASR)

Actuarial BCMA Conti Automated Medical Information Exchange Il (AIME 1I)
| __|Agent Orange d Medical ion System (AMIS)290

Appraisal System Centralized Property Tracking System i f e i ide (ASPEN)
| __|ASSISTS Common Security User Manager (CSUM) Broome Closet

Awards Compensation and Pension (C&P) C ized A ivable System (CARS)

Baker System Control of Veterans Records (COVERS) C i on Waivers and Compromises (COWC)

C ion and Pension (C&P) Record Interchange (CAPRI)
Bbraun (CP Hemo) Recards § L c ion & Pension Training Website
d Training Website
C&P Payment System Electronic Appraisal System Distribution of O i Resources (DOOR)

C&P Training Website

for Members of the Selected Reserve Program CH 1606

Electronic Performance Support System (EPSS)

CONDO PUD Builder Wireless ing System ( berry)
Financi; System (FMI)

| |EndoSoft Hearing Officer Letters and Reports System (HOLAR)

FOCAS Inquiry Routing Information System (IRIS)
| {inforce dern Awards Process Development (MAP-D)

INS - BIRLS Inventory System (IMS)
| lInsurance Online Interactive Voce Response (IVR) Personal Computer Generated Letters (PCGL)

Self Service LGY Centralized Fax System Personnel Information Exchange System (PIES)

LGY Home Loans

Loan Service and Claims

Post Vietnam Era educational Program (VEAP) CH 32

LGY Processing G 5 hase Order System (POMS)
Loan Training Websit
MES e Webste i i Program for Survivors (REAPS)
Mental Health Assistant Reserve Educational Assistance Program CH 1607
y Gl National Silent Monitoring (NSM RightfFax
MUSE Powerscribe Dictation System Service Member Records Tracking System
Omnicell Rating Board Automation 2000 (RBA2000) Survivors and Dependents Education Assistance CH 35
Priv Plus Records Locator System ic Technical A y Review (STAR)
RAI/MDS Remittance Processing System Training and Performance Support System (TPSS)
Right Now Web Review of Quality (ROQ) VA Online Certification of Enroliment (VA-ONCE
SAHSHA Search Participant Profile (SPP) P — P
Script Pro
SHARE Discharge System (VADS)
Sidexis Veterans Exam Request Info System (VERIS)

Telecare Record Manager

Claims king and System (VICTARS)

VBA Training Academy
Veterans Canteen Web

VBA Enterprise Messaging System

Veterans Service Representative (VSR) Advisor

& I (VR&E) CH 31

VETSNET

Web Electronic Lender Identification

Web Automated Folder Processing System (WAFPS)

Web Automated Reference Material System (WARMS)

VR&E Training Website

Web d Verification of 1l

Web LGY

Web-Enabled Approval Management System (WEAMS)

Web Service Medical Records (WebSMR)

Work Study System (WSMS)

Explain any minor application that are associated with your installation that does not appear in the list above. Please provide name, brief description,

and any comments you may wish to include.

Name

Description

Comments

IsPll by this min or ?

Does this minor on

store PII?

If yes, where? [

Who has access to this data? |

1

Name

Description

Comments

Is Pl by this min or ion?

Does this minor application

store PII?

If yes, where? I

Who has access to this data?

[

Name

Description

Comments

Is PIl by this min or application? |
Does this minor ap ) store PII? [
If yes, where? [

Who has access to this data? |

1 i

[

9, VBA Minor Applications

Page 11



I

I

ZEIBP SI} 0] 55500€ SEU UM

[

I

Za1aum S8k ji

Z11d 910}s UONEoldde Jouil siq) $90Q

ZUoNEDIdde Jouiw Siu) 7q papaleo Iid SI

SluaWwWo

uondudsaq

awen

ZBIEP SIY) 0] SS900€ SEY OUM

Z18um 'S8k |

Z1id 91018 UoNeoNdde Jouw Siy} 5300

Zuoneaidde Jouil siqy AQ pajoaios [id S|

SuBWWo)

uondinsag

awen

ZEep SIU} 0} SS800€ Sey OUM

Za1aum sak |

Ziid 910}s Uoneoidde Jouil Sig) 5300

Zuonesidde Jouiw siu) Aq pajoaliod |id S|

SIuaWwwo)

TOTATIISS

awen

“apn
jauq 'aweu apinoid aseald ‘dA0QE 151 Ay U}

Ul 01 Ysim Aew NOA sjualuwod Aue pue ‘uol

seadde jou saop jeyy INOA YUMm p

dinsap

Joutw Aue uie|dx3

aie eyl

dvdi[ X {aa3) uoranpaq jjoiked 31U012813 INIOd¥D3H | *
Kinsifiay ases Alojounwiui - yo)| * (23] wieishs pies sjuonde)y Tewwiieies
PN Waashs oX3| X Wawadeuep 0193 x

1@ATYIRaHAW

a1e) awoy paseq [eydsol

Buppes) Jureidwo) 033

oy sienses auoje puess) swaishs Afojoipie)

TSI BT

xv4oipny sduwni| ¥ ONIH| * Buppes) uopeInpy wioje(el yipie)
13py (1eurdpo) Sey quened Juissin AsuaBunuo) Asewing yieay (Q3rAv) pieoganum sa3 14dvd|
Jeseieq uaneg [RWIUIN | * Kiewns yiean | € paweipenDd s5a| X sj00] uewaieuepy Aypede)| x
Knsiay Ainfu) eA3 10A/Aeain Uanes [ana] GaeaK | % Spenx3 ssa| X WY - awadeueyy Aipedes | x
waysAg |lew-3 adueyoxy YosoIN | X SHRRWIOJU| pUR RIRQ Yi|Rey usa 1550 - syuauodwo) payieA v | X
wodInw 22349 Aunqeiunody 8nig | x w3 38| x
dLHW EE) snid Waa| * Jonwil Aiepyauag| x

qiea (eua | x SIOMIEN |12 189 18dnoin oya| x 10€ NO8
Bupipan | X shsouog Riewwing adseypsig| ¥ SuoneIsYIom AusBuniuo) vNI8 | x

A>aTuRld nusy

(smaw) smopeay 108Ys 8pa) Jpauen | X sanaeq| x

UO|RISIUILIPY UOHRIIPBY BPOdIEY

aseqeieq [RUonRN HODW | X X3ANIO) 29155 18M04-NOILY.IDIO | ¥ Ujwpy pa apo) pea| x
uewep | x 10jeiauBg - ey pay “ues | X |wung| x pawoiny
Waejy sseing xuky| ¥ SIOIA - ey PN uBD| X YauIANIa Fupiodey sefes perwwoiny

Tedeuey 1

=

Ofi - ey pa "uag

suopeAOUU| €1RQ

SAUnax3 0ju] PO peIRWIOINY

Kiwign

=

Ssuspundapu] [eUopaung

UopeIRUBYINY pied Ipe)

sjusWINAsU| GE] pajRWOINY

Auinn uodxay

TsWa) Wwershs wusndeuupy pue

Fuppeal senuspen

x

A5 U01128|0) 0ju| pajewOIny

x

Gewnane) Sv4) wWashs Jupunosy pue epuRu| * $8poD S2dOH /1dd| X 1sanbay sseady parewoiny

T eAueypieiu| viwQ 2juoIde|3 Asoreioqe]| ¥ siseg ang| X Sudd| X avooLny| x
BT GIE WaysAs swe|) paseg aay| X 384D W05 paep /iuswysiusidey oiny | x

YMOX dVI3IAT seueysqns pajjonuo) | x Juswiniysul oany | x

Spoy| X Mainey 10ad [wUiaIXT | X S3upuodsaiio pajonuo) uondinsqns /uonezpoyiny | x

Teusay | ¥ J0up3 ajqisueIxy Fuppeil 1sanbay /insuo) | X S1S1SV] x

Weyshs quewadeusyy Aioyuaau|

Fupoday UeALIQ AT | X

) puR JeaAlEM U0 5]

$5813104 41y

x

ioddns usweAusy Wietu)

aamyden o3| X

YIRAINQ URIBIAA J0GUIO)

Jeryses ey

=

spuny jusped pajesdayul| x 1senbay uj-uan| /uswdinby| x diyssadd)d uppes| uopoRAY BSIBAPY | X
Fuyjjig paresdarul * ISINONd® Siepurway [@a10D| * Toulx
TEIATOG BITATSIUY

indinQ /exeiu|

VHA 8 J0ns0s ABojoujuiiey asjidieiu3

s8Inpac0Ld |EINUID

(uepueid) Jujuusid dav

Suopepa wanedu

=

Weishs uopwa)ddy Juatiion3

seje|dula) se10N [@2]UllD

1290y 8q0pY | x

Buppea) spiodey sjajdwodul| x Aupesuifug| x weysAs Supoyuop [edulD | X PO NDJYV | x
218 UoHEIYHBA BuIodU| | X 14050N3 YIOMIaN 8in0seY oju| (eI | X ¥284D NIV X
Jujiodey jusppul| X ZIHOON3 @1eq yiee/Asousodey w1Rg [EUID * VY|

spiemy sALUBIU| AnsiFoy wewdely pappaqui sasidey ase) (eI X dvv

Fudew | x ainieud|s sjuoiaal| X x| x q9M p8TT

¢wayshs inok jo sjuauoduwios-gns aie asay) Jo YIUM

W-V suonediddy

JOUIA (VId (ZT0T A4)




LBIBP SIU} 0) SS8098 Sey OUA

za1aum 'Sak ||

I Zlid 8107s UONEDNdde jour siuy 5300 |
ZUONESIdge 10Ul Sy Aq paroaiioo Iid S| |

SIUaWWo)

Gondirsaq

aweN

ZEIEP SIU O} 558008 Sey OUAA

Zaiaum sak i

Z1id 8I10}s UONEOIddE Jouid s1y) S80Q

ZUoneajdde Jouid il kg paisliod [id S|

SusWwo)

uondussaq

awen

2B SIY] 0] 558008 SeY OYA

Ze1aym Sak |

Z1id 81018 UONEdIdde Jouil Sig 5800

ZuoNesIdde 10UIW Sy} AQ pajoaliod [1d S|

SIUaWWo)

TONOTIISSY

awen

“3pNUl 01 45IM ABW NOA S1UaWIWOD Aue pue ‘uondiinsap

jauq ‘aweu apinoid aseald ‘anoqe 1si) ayy u seadde Jou saop Jeyy | INOA Yum p ale eyl uopedl Jouiw Aue uiejdx3
9JeSPONVA ‘m]
unway vA| X 9ovs| x

uojjeiysidey WOOY IUBIBJUOD) YA Aswaqp) ewi| uny | x Juswaduepyy sjyeuag Adewieyd | x

manay uonezinn| ¥ Ja%0ag Ddy | ¥ 5191197 pa1wasusn Jmindwo) [suosing |
SWIAQ pue dnyjow wewedsueyy Annn | X Weyshs Anug /10pig eyowey | X Te1unocau] eie) uened 30d| X
Yeay suswom | x Jepumun | X 1550 - UOIIEWIO)U] JO esealey| X anneIue: ened| x
PIROABIUM Kanfup ureag snewneag Gonensidey| x Yoeqpes] wusneg| x
ONIH 83 Uoneanp3 duinunuod Juppeal | Suppeil piosen| ¥ SFueyaxg w190 Wenwd| X
aui] Aeiunjop JesepyeIwL| Slvy| x BNpPoW Yied| x
@il Aserunjon| x uondoy| X e Rsequiep SIVd| X

SXIA N Supipew Jwspny /Adojoipey | X 1080 00024
SIRASBUISNE CIITIA aseqeing JappIL ¥Isvno| * Kowwieyd wweneding | x
ANV Wee] a3/Asas jususedw) [@nsiA| X Sennn uoneidaul xel | % ISIPPeYD Juswercadw) AyenD | X Fupodey synsay /Au3 18pi0 | x

Ayandeg yunvisia| x Weap dway | x uopwadeiu) eourinssy Ayjen | x yndo

ANVIsIA| X Jeduueyy piodey asedaje | X Bujssedoig uondidseid ISWD (907A) pie3iAug
0¥ VISIA| x Joreiauan Aenins Snew-o| * Kojooug| x
avH VISIA| ¥ Kiofing B euwo | x
FuppeIL sIn| * Jojuess waishs W 18P0 esedand | x Useids saueLl X
waysAs Juppei] vy B SHA e saeYIsoig| X adases upsiny | x
T5d4NNHYHA NIOM 1905 | X SeroN ssead0ig| X SION| x
TddVNNHVHA 51 wejqoig| X SNIHYON] x
Uonnes SueIe1eN 00 jjopuvy PAURYD YIUS Kinses 1 83110d| X BAueoXg IeeH HIOMISN | X
qom usejue) sueseien| X uoj|pues| x HO SIDId 180N x
5As adei015 uBLINI0Q - JOPUBA| * Yoed AN 83Ins Aanaes Sa1wig uopdjiaselg Asewaegd| X 1581 Aioeioqey [euonen| x
1300 [ Bsequing [euoneN Adeuueyd| x o113 3n1q euoeN | x

S238A| ¥ Winishs UOIEN|EA] pu Wax3 Jujuue>S e B1eQ Asewiieyd| X Uonepossy Aiajawe) [euoneN

cwiayshs ok jo sjuauodiiod-qns aie asauy jo YIYMm

Z-N suoneal|ddy JoulW VISIA Vid (10T Ad)




(FY 2012) PIA: Final Signatures *Green Highlight = Must Answer Question
Facility Name: ] Jonathan M. Wainwright VAMC

Privacy Officer: wm rie Be:

Auuong

Information Security Officer:

-

509-527-3469

Other Titles: S (ol

Date of Report:
OMB Unique Project Identifier
Project Name

3 u%m.dJué:ESEBwﬁ_u_,_mws.m‘__mﬁ%wgzm\h.
The Signature Process:
¢ Complete the PIA form.

* Name the PIA Excel FORM [“FY12-Region # - Facility Name - Facility # -Date(mmddyyyy).xls"]

* Example: “FY12-Region3-Lexington VAMC-596-10302008.xls"”

* Submit the completed PIA Excel form to SMART Database.
* Fix errors the reviewers sent back, rename the file and submit to SMART Database
¢ If no errors, convert form into PDF with Nuance PDF Professional.
* Name the PIA PDF form [“FY12-Region #-Facility Name- Facility # -Date(mmddyyyy).xls"]
* Obtain digital signatures on the “Final Signatures tab”
* Submit signed PIA PDF form to the SMART Database.

12. Final Signatures
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